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Title TOTOLINK A720R V4.1.5cu.374 Exposure of Sensitive System Information to an Unauthorized Cont

Description The TOTOLINK A720R V4.1.5cu.374 firmware contains an unauthenticated system log disclosure
vulnerability. An attacker can exploit this flaw by sending a crafted POST request with the parameter
{"topicurl""showSyslog"} to /cgi-bin/cstecgi.cgi, exposing detailed system logs containing kernel-level
debug information, network interface status changes, wireless configuration details, and low-level
hardware operations.

Source I\ https://github.com/at0de/my_vulns/blob/main/TOTOLINK/A720R/showSyslog.md
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