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Submit #562993: PHPGurukul Emergency Ambulance Hiring
Portal V1.0 SQL Injection

Title PHPGurukul Emergency Ambulance Hiring Portal V1.0 SQL Injection

Description During the security assessment of "Emergency Ambulance Hiring Portal”, | detected a critical SQL
injection vulnerability in the "/admin/contact-us.php” file. This vulnerability is attributed to the
insufficient validation of user input for the "mobnum” parameter. This inadequacy enables attackers to
inject malicious SQL queries. Consequently, attackers can access the database without proper
authorization, modify or delete data, and obtain sensitive information. Immediate corrective actions

are essential to safeguard system security and uphold data integrity.
Source I\ https://github.com/xiguala123/myCVE/issues/2
User #* xiguala123 (UID 84472)
Submission 04/21/2025 01:01 PM (14 days ago)
Moderation 05/04/2025 08:11 PM (13 days later)

Status

VuIDB Entry [PHPGurukul Emergency Ambulance Hiring Portal 1.0 /admin/contact-us.php mobnum sql
injection]

Points 20
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