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zonesec0 opened 2 weeks ago

NAME OF AFFECTED PRODUCT(S)

Simple To-Do List System

Vendor Homepage

https://www.sourcecodester.com/php/17897/simple-do-list-system-using-php.html

AFFECTED AND/OR FIXED VERSION(S)

submitter

zonesec

Vulnerable File

complete_task.php

Software Link

https://www.sourcecodester.com/php/17897/simple-do-list-system-using-php.html

PROBLEM TYPE
Vulnerability Type
SQL injection

Root Cause

On the ninth line of the complete_task.php file, $id are used to retrieve user input and execute it, which
may lead to SQL injection attacks.
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complete_task.php

include

if (isset(

Impact

Attackers can exploit this vulnerability to gain database privileges, which can result in a large amount of
data in the database. If the other party's database has DBA privileges, it may lead to server host
privileges being obtained

Vulnerability details and POC

python3 sqlmap.py -u http://localhost/complete_task.php?id=1 --dbms=mysql --technique=T
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