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Add support for Mojolicious session cookies
#4090

( 19 Open ) jkramarz wants to merge 4 commits into hashcat:master from jkramarz:mojolicious (B3

() Conversation 3 -o- Commits 4 [l Checks o Files changed 2 +414 -0 oooaQ

e jkramarz commented on Oct 11, 2024

Reviewers
Mojolicious framework in version v9.19 introduced additional {==) stigtsp v
padding, making all session cookies longer than supported
SALT_MAX of regular HMAC-SHA256 cracking modules:

Assignees

mojolicious/mojo#1791

No one assigned
This merge request introduces a modified version of JWT
cracking module, reusing big chunks of code, but changing

Labels
the input format to accommodate such cookies.
None yet
1
Projects
. . . None yet
£+ jkramarzsecuring and others added 2 commits y
7 months ago
Milestone
o e) Add support for Mojolicious session 844f2a9
) No milestone
cookies
O e Fixed padding format in Mojolicious 0700efa

) ) Development
session cookies

Successfully merging this pull request may
close these issues.

O] @jkramarz marked this pull request as ready for review
7 months ago

None yet

. . S 3 participants
O @ Fix problems with Mojolicious Verified ebf2c15

"paWlpaWl" module - e H e
=

H stigtsp commented on Nov 22, 2024
bl

Hi @jkramarz! Did some fixes to this PR here:
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¢ % Fix problems with Mojolicious "paWlpaWwI"
module jkramarz/hashcat#1

Have been testing it a bit on a shodan extract, and getting
~140MH/s on Nvidia A4000.

-O- e Merge pull request #1 from Verified 55a0320

stigtsp/mojolicious-fix

jkramarz commented on Nov 23, 2024 Author

Good catch with the static token size, @stigtsp!

v stigtsp approved these changes View reviewed changes
onjan 14

stigtsp left a comment

I've been using this a bit - works fine
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