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OverviewOverview

Arm is aware of security vulnerabilities in the Arm Mali GPU Kernel Driver that, if exploited, could allow accessArm is aware of security vulnerabilities in the Arm Mali GPU Kernel Driver that, if exploited, could allow access

to already freed memory.to already freed memory.

CVE DetailsCVE Details

A local non-privileged user process can perform improper GPU memory processing operations to gainA local non-privileged user process can perform improper GPU memory processing operations to gain

access to already freed memory. This issue has been assigned the identifier CVE-2025-0072.access to already freed memory. This issue has been assigned the identifier CVE-2025-0072.

A local non-privileged user process can perform valid GPU processing operations to gain access to alreadyA local non-privileged user process can perform valid GPU processing operations to gain access to already

freed memory. This issue has been assigned the identifier CVE-2025-0427.freed memory. This issue has been assigned the identifier CVE-2025-0427.
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Note: This page only includes vulnerabilities in Mali drivers that are directly provided by Arm.Note: This page only includes vulnerabilities in Mali drivers that are directly provided by Arm.

RecommendationsRecommendations

These issues have been fixed in the following versions:These issues have been fixed in the following versions:

Arm recommends that affected users upgrade to the latest applicable version at Arm recommends that affected users upgrade to the latest applicable version at toto

protect against these issues.protect against these issues.
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