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WordPress Plugin Vulnerabilities

SureForms < 1.4.4 - Admin+ Stored XSS

Description

The plugin does not sanitise and escape some of its Form settings, which could
allow high privilege users such as admin to perform Stored Cross-Site Scripting
attacks even when the unfiltered_html capability is disallowed (for example in
multisite setup).

Proof of Concept

1) Create a new Blank Form
2) Put an Email block and change "Default value" field to 123" autofocus onfocus=ale
3) The XSS will be triggered when accessing a page/post where the form is embed

Affects Plugins

C] sureforms

Fixedin1.4.4

References

CVE
CVE-2025-3514

URL
https://research.cleantalk.org/cve-2025-3514/


https://wpscan.com/plugin/sureforms/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-3514
https://research.cleantalk.org/cve-2025-3514/
https://wpscan.com/

Classification

Type
XSS

OWASP top 10
A7: Cross-Site Scripting (XSS)

CWE
CWE-79

CVSS
3.5 (low)

Miscellaneous

Original Researcher
Dmitrii Ignatyev

Submitter
Dmitrii Ignatyev

Submitter website
https://www.linkedin.com/in/dmitriy-ignatyev-8a9189267/

Verified
Yes

WPVDB ID
fc3da503-a973-44d8-82d0-13539501f8c0

Timeline

Publicly Published
2025-04-11 (about 22 days ago)

Added


https://www.owasp.org/index.php/Top_10-2017_A7-Cross-Site_Scripting_(XSS)
https://cwe.mitre.org/data/definitions/79.html
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:L/A:N
https://www.linkedin.com/in/dmitriy-ignatyev-8a9189267/
https://wpscan.com/vulnerability/fc3da503-a973-44d8-82d0-13539501f8c0/

2025-04-11 (about 22 days ago)

Last Updated
2025-04-11 (about 22 days ago)

Other

Published

2021-09-21

Title

Special Text Boxes < 5.9.110 - Admin+ Stored Cross-Site Scripting

Published

2024-07-10

Title

WP GoToWebinar < 15.8 - Authenticated (Subscriber+) Stored Cross-Site Scripting

Published

2025-04-22

Title

Link Library < 7.8.1 - Authenticated (Contributor+) Stored Cross-Site Scripting

Published

2022-06-28

Title

Request a Quote < 2.3.9 - Admin+ Stored Cross-Site Scripting

Published

2024-04-29

Title

Adventure Journal <= 1.7.2 - Authenticated (Contributor+) Stored Cross-Site Scripting

WordPress How it works Status Privacy


https://wpscan.com/vulnerability/4a6b278a-4c11-4624-86bf-754212979643/
https://wpscan.com/vulnerability/2e609a1d-c055-4661-b79c-4c99dce0e101/
https://wpscan.com/vulnerability/0c96d814-7b60-40a6-b444-84547e69a0c8/
https://wpscan.com/vulnerability/42127d96-547f-46cb-95d0-a19a8fe7580e/
https://wpscan.com/vulnerability/f9f16f28-1c36-4d35-b709-6eb4fa30c433/
https://wpscan.com/wordpresses
https://wpscan.com/features
https://status.wpscan.com/
https://automattic.com/privacy/
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https://wpscan.com/plugins
https://wpscan.com/themes
https://wpscan.com/statistics/
https://wpscan.com/submit/
https://wpscan.com/pricing
https://wordpress.org/plugins/wpscan/
https://wpscan.com/blog
https://wpscan.com/contact
https://wpscan.com/api
https://wpscan.com/wordpress-cli-scanner
https://wpscan.com/terms
https://wpscan.com/submission-terms/
https://wpscan.com/vulnerability-disclosure-policy
https://automattic.com/privacy/#california-consumer-privacy-act-ccpa
https://jetpack.com/
https://github.com/wpscanteam/wpscan/
https://twitter.com/_wpscan_
https://www.facebook.com/WPScan
https://automattic.com/work-with-us/
https://automattic.com/press/

