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Line
namespace Flynax\Plugins\FlynaxBridge;

use WP _REST Response;

1
2

3

4

5 use WP Error;
6

7 use WP User;
8

9 /**

10 * Class API

11 *

12  * @since 2.0.0

13 *

14 * @package Flynax\Plugins\FlynaxBridge

15 */

16 class API

17 A

19 * @var array $routes

20 */

21 public static $routes = [

22 "handshake' => 'handShake',

23 'fl-token' => 'saveFlToken',

24 'status' => 'getConnectionStatus',

25 'recent-posts' => 'getRecentPosts',

26 'update-listings-cache' => 'updatelListingsCache',
27 'bridge-uninstalled' => 'afterBridgeUninstall',
28 'register-user' => 'registerUser’,

29 'update-user' => 'updateUser',

30 'validate-user' => 'validateUser',

31 'update-password' => 'updatePassword',

32 'delete-user' => 'deleteUser',

33 1;

34

35 /**

36 * Load Route

37 *

38 * @param string $route

39 *

40 * @since 2.2.0 - Method changed to static

41 *¥ @since 2.1.0

42 */

43 public static function loadRoute($route = '')
44 {

45 if (!$route || !isset(self::$routes[$routel)) {
46 return;

47 }
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Line

48

49 $method = self::$routes[$route];

50 self::$method();

51 }

52

53 /**

54 * Running after WordPress bridge plugin uninstalling process

55 *

56 * @since 2.2.0 - Method changed to static

57 */

58 public static function afterBridgeUninstall()

59 {

60 $self = new self();

61 $tokenFromRequest = sanitize post($ REQUEST['wp token'l]);

62

63 if (!$self->isValidToken($tokenFromRequest)) {

64 $response = new WP _Error('token-exchange-error',  ('Invalid WP token', FlynaxBridge::PLUGIN KEY));

65

66 print(json_encode($response));

67 return;

68 }

69

70 delete option('flb wp token');

71 delete option('flb_fl token');

72 delete option('flb fl url');

73 delete option('flb_flynax listings');

74

75 $response = new WP _REST Response(array(

76 ‘message’ =>  ('All tokens has been successfully removed', FlynaxBridge::PLUGIN KEY),

77 ), 200);

78

79 print(json_encode($response));

80 }

81

83 * Update cache off all widgets

84 *

85 * @since 2.2.0 - Method changed to static

86 */

87 public static function updatelListingsCache()

88 {

89 Cache::updateFlListings();

90 }

91

93 * Get connection status between WordPress bridge and FlynaxBridge plugins

94 *

95 * @since 2.2.0 - Method changed to static

96 */

97 public static function getConnectionStatus()

98 {

99 if (get option('flb_fl token') && get option('flb wp token')) {

100 $response = new WP_REST Response(array (

101 'message' =>  ('Plugins are connected successfully', FlynaxBridge::PLUGIN KEY),

102 ), 200);

103 } else {

104 $response = new WP Error('status-message',  ('Plugins are not
connected', FlynaxBridge::PLUGIN KEY), 401);

105 b

106

107 print(json_encode($response));

108 }

109



Line

110 /**

111 * Greetings method of the bridges

112 *

113 * @since 2.2.0 - Method changed to static

114 */

115 public static function handShake()

116 {

117 $self = new self();

118 $token = $self->generateToken();

119 $data = array(

120 "token' => $token,

121 );

122

123 if ($token) {

124 (new Events)->afterTokenGenerate($token);

125 $response = new WP _REST Response($data, 200);

126 print(json_encode($response));

127 return;

128 }

129

130 $response = new WP_Error('handshake-error', _ ('Handshake error', FlynaxBridge::PLUGIN KEY));
131

132 print(json_encode($response));

133 }

134

135 /**

136 * Save WordPress bridge token, which is coming from Flynax
137 *

138 * @since 2.2.0 - Method changed to static

139 */

140 public static function saveFlToken()

141 {

142 $self = new self();

143

144 $log = sprintf("\n%s:\n%s\n", date('Y.m.d H:i:s'), print r($ REQUEST, true));
145 file put contents('response.log', $log, FILE APPEND);
146

147 $tokenFromRequest = sanitize post($ REQUEST['wp token'l);
148 $flToken = sanitize post($ REQUEST['fl token']);

149 $flUrl = sanitize post($ REQUEST['fl path']);

150

151 if (!$self->isValidToken($tokenFromRequest)) {

152 $response = new WP _Error('token-exchange-error',  ('Invalid WP token', FlynaxBridge::PLUGIN KEY));
153 print(json_encode($response));

154 return;

155 }

156

157 if (add option('flb_fl token', $flToken)) {

158 add option('flb fl url', $flUrl);

159

160 $data = array(

161 'message' => 'Token has been successfully exchanged',
162 );

163

164 $response = new WP _REST Response($data, 200);

165 print(json_encode($response));

166 return;

167 }

168

169 $response = new WP _Error(

170 'token-exchange-error',

171 (

172 "I couldn't save your token. Maybe it is already exist?",
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FlynaxBridge: :PLUGIN KEY

);
print(json_encode($response));
return;

/**

* Get recent posts from WordPress
*

* @since 2.2.0 - Method changed to static
*/

public static function getRecentPosts()

$limit = sanitize post($ REQUEST['limit']);
$args = array(

'numberposts' => $limit,

'orderby' => 'post date',

'post type' => 'post',

'post status' => 'publish',
);

$posts = wp_get recent posts($args, ARRAY A);
$resultPosts = array();
foreach ($posts as $post) {

$htmlStrippedContent = strip tags($post['post content'] ?: $post['post excerpt']);
$sanitizedContent = preg_replace('/\[\/?et_pb.*?\1/', '', $htmlStrippedContent);

$sanitizedContent = trim(preg_replace('/\s+/', ' ', $htmlStrippedContent));
$sanitizedContent = wp slash($sanitizedContent);

$post['post title'] = wp slash($post['post title']);

$postInfo = array(
"title' => $post['post title'],
'excerpt' => $sanitizedContent,
'img' => get the post thumbnail url($post['ID'], 'thumbnail'),
'post date' => $post['post date'],
‘url' => get permalink($post['ID']),
)

if ($authorInfo = get user by('ID', $post['post author'l)) {
$postInfo['author username'] = $authorInfo->user login;
$postInfo['display name'] = $authorInfo->display name;

$resultPosts[] = $postInfo;

if (empty($resultPosts)) {
$response = new WP Error(
'posts-not-found',

(

"There are no published posts",
FlynaxBridge: :PLUGIN KEY

)I
404);

$response = new WP_REST Response(array('data' => $resultPosts), 200);
print(json_encode($response));
return;
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* Does provided token from WordPress bridge plugin is valid

* @param string $token
* @return bool

*/
public function isValidToken($token)
{
return $token == $this->getOurToken();
b
/**

* Get FlynaxBridge token
*

* @return string
*/
public function getOurToken()

{
return get option('flb wp token');

* Generate FlynaxBridge token

* @param int $length - Token length
* @return string

*/
public function generateToken($length = 32)
{
return bin2hex(random bytes($length));
b
/**

* Escape json string
*
* @since 2.1.0
*/
public function escapelsonString($value = '')
{
$escapers = array("\\");
$replacements = array("\\\\");
$result = str _replace($escapers, $replacements, $value);

return $result;

* Register a new user

* @since 2.2.0 - Method changed to static
* @since 2.1.0

*/
public static function registerUser()
{
$username = $ REQUEST[ 'username'];
$password = $ REQUEST[ 'password'];

$email = $ REQUEST['email'];

$type = 'author';

$firstName = $ REQUEST['first name'];
$lastName = $ REQUEST['last name'];

if (username exists($username) || email exists($email)) {
return;



Line

299 } else {

300 $userdata = array(

301 ‘user _pass' => $password,

302 'user _login' => $username,

303 'user email' => $email,

304 )i

305

306 $user id = wp_insert user($userdata);
307 update user meta($user id, "first name", $firstName);
308 update user meta($user id, "last name", $lastName);
309

310 require_once '../../../wp-load.php';
311 $user = new WP _User($user id);

312 $user->set role($type);

313

314 $out = array(

315 'status' => '0K',

316 'wp_user_id' => $user id,

317 );

318

319 print(json_encode($out));

320 }

321 }

322

323 /**

324 * Update user information

325 *

326 * @since 2.2.0 - Method changed to static
327 * @since 2.1.0

328 */

329 public static function updateUser()

330 {

331 $userID = $ REQUEST['ID'];

332 $userdata = array(

333 "ID' => $userlID,

334 'user email' => $ REQUEST['user email'],
335 )

336

337 wp_update user($userdata);

338

339 $firstName = $ REQUEST['first name'];

340 $lastName = $ REQUEST['last name'];

341

342 if ($firstName) {

343 update user meta($userID, "first name", $firstName);
344 }

345 if ($lastName) {

346 update user meta($userID, "last name", $lastName);
347 }

348 b

349

350 /**

351 * Validate user information

352 *

353 * @since 2.2.0 - Method changed to static
354 * @since 2.1.0

355 */

356 public static function validateUser()

357 {

358 $exists = false;

359 if (email exists($ REQUEST['user email'])) {
360 $exists = true;

361 }
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About

News

Hosting

Donate

Swag

print(json_encode(['exists' => $exists]));

/**

* Update user password
'3

* @since 2.2.0 - Method changed to static
* @since 2.1.0

*/

public static function updatePassword()

{
$password = $ REQUEST[ 'password'];
$userID = $ REQUEST['wp user id'];

wp_set password($password, $userID);

* Delete user

* @since 2.2.0 - Method changed to static
* @since 2.1.0

*/

public static function deleteUser()

{
require_once '../../../wp-load.php';
require_once ABSPATH . 'wp-admin/includes/admin.php';

$userID = $ REQUEST['wp user id'];

wp_delete user($userID);

/**
* Register all WordPress REST API endpoints, which will be used by this

*
* @deprecated 2.1.0

*/

public function registerEndpoints()

{}
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