


Submit #561890: code-projects Patient Record Management

System 1.0 SQL Injection

Title code-projects Patient Record Management System 1.0 SQL Injection

Description A vulnerability classified as critical was found in code-projects Patient Record Management System 

1.0. Affected by this vulnerability is an unknown functionality of the file /edit_xpatient.php. The 

manipulation of the argument lastname leads to sql injection. The attack can be launched remotely. 

Furthermore, there is an exploit available.

Source ⚠ https://github.com/zhxu147/CVE/blob/main/hcpms_edit_xpatient.php_sqli.pdf

User   zhuxun (UID 84381)

Submission 04/18/2025 12:59 PM (15 days ago)

Moderation 05/01/2025 03:15 PM (13 days later)

Status Accepted

VulDB Entry 306810  [code-projects Patient Record Management System 1.0 /edit_xpatient.php lastname sql 

injection]

Points 19

⚠ Notice

Submissions are made by VulDB
community users. VulDB is not
responsible for their content nor the
links to external sources.

Please use the raw information shown
and the links listed with caution. They
might contain malicious and harmful
actions, code or data.

The corresponding VulDB entries
contain the moderated, verified, and
normalized information provided within
the raw submission.
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