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Submit #561814: Wangshen SecGate 3600 affected at 2024

Path Traversal

Title Wangshen SecGate 3600 affected at 2024 Path Traversal

Description SecGate 3600 firewall route_ispinfo_export_save interface arbitrary file reading, attackers can read 

system files on the server through the file_name parameter and delete web files

Source ⚠️ https://flowus.cn/share/0f982f99-ecd5-4e35-88f0-c27093743385?code=G8A6P3

User   0menc (UID 75423)

Submission 04/18/2025 09:09 AM (15 days ago)

Moderation 05/01/2025 02:48 PM (13 days later)

Status Accepted

VulDB Entry 306804  [Wangshen SecGate 3600 2024 ?g=route_ispinfo_export_save file_name path traversal]

Points 16

 Notice

Submissions are made by VulDB
community users. VulDB is not
responsible for their content nor the
links to external sources.

Please use the raw information shown
and the links listed with caution. They
might contain malicious and harmful
actions, code or data.

The corresponding VulDB entries
contain the moderated, verified, and
normalized information provided within
the raw submission.

 Documentation

Submission Policy
Data Processing
CVE Handling
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