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Server-Side Request Forgery (SSRF)-
Induced Arbitrary File Read Vulnerability

High Frooodle published GHSA-998c-x8hx-737r on Mar 26

Package

No package listed
Affected versions

＜0.44.3
Patched versions

0.45.0

Description

Summary

Exploiting URL-to-PDF Functionality for Arbitrary File Read on the Server

Details

WeasyPrint redefines a set of HTML tags, including img, embed, object, and
others. The references to several files inside the allow us to attach the
content of any webpage or local file to our PDF.

PoC

We generate an HTML file and then upload it to the VPS.

A Python web service is started on the VPS, allowing the target to actively
connect to our HTML file.

Severity

High

CVE ID

CVE-2025-46568

Weaknesses

No CWEs

Code Issues 210 Pull requests 13 Discussions Actions Projects 2 S

https://github.com/Stirling-Tools
https://github.com/Stirling-Tools/Stirling-PDF
https://github.com/Frooodle
https://private-user-images.githubusercontent.com/136080386/426518648-64811ff2-0062-4a0e-965a-eeebe7cb0863.png?jwt=eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NDYyOTAzMDUsIm5iZiI6MTc0NjI5MDAwNSwicGF0aCI6Ii8xMzYwODAzODYvNDI2NTE4NjQ4LTY0ODExZmYyLTAwNjItNGEwZS05NjVhLWVlZWJlN2NiMDg2My5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjUwNTAzJTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI1MDUwM1QxNjMzMjVaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT05MGUzNzdjYzM0YzNhOTc1NjRjYjQ4MDA0NGFjYWQ4YTVhZDRjYzhhZmRmMzUwMmY0Y2ZlYTE3MDdjYmYyMDFmJlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCJ9.9Ez3Z0ytajCHkWMbk79JBkJcjL00fjE8EEZ7P-16NEg
https://private-user-images.githubusercontent.com/136080386/426518648-64811ff2-0062-4a0e-965a-eeebe7cb0863.png?jwt=eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NDYyOTAzMDUsIm5iZiI6MTc0NjI5MDAwNSwicGF0aCI6Ii8xMzYwODAzODYvNDI2NTE4NjQ4LTY0ODExZmYyLTAwNjItNGEwZS05NjVhLWVlZWJlN2NiMDg2My5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjUwNTAzJTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI1MDUwM1QxNjMzMjVaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT05MGUzNzdjYzM0YzNhOTc1NjRjYjQ4MDA0NGFjYWQ4YTVhZDRjYzhhZmRmMzUwMmY0Y2ZlYTE3MDdjYmYyMDFmJlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCJ9.9Ez3Z0ytajCHkWMbk79JBkJcjL00fjE8EEZ7P-16NEg
https://private-user-images.githubusercontent.com/136080386/426516899-8a2e478a-fbb9-4cae-8dfa-f9682856ad00.png?jwt=eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NDYyOTAzMDUsIm5iZiI6MTc0NjI5MDAwNSwicGF0aCI6Ii8xMzYwODAzODYvNDI2NTE2ODk5LThhMmU0NzhhLWZiYjktNGNhZS04ZGZhLWY5NjgyODU2YWQwMC5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjUwNTAzJTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI1MDUwM1QxNjMzMjVaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT00NjU5Y2U3ZmJmNjFhODk3Mzg2MmMxNjY3MjJkMDYzZDE1MWExMzc5YWZkODViYTA5MDJlMjA0YmEzNTdmM2RiJlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCJ9.eMJMcsMa-cfdYrIMBtqlMxDZwSvwj64XdBx-fpTbRnc
https://private-user-images.githubusercontent.com/136080386/426516899-8a2e478a-fbb9-4cae-8dfa-f9682856ad00.png?jwt=eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NDYyOTAzMDUsIm5iZiI6MTc0NjI5MDAwNSwicGF0aCI6Ii8xMzYwODAzODYvNDI2NTE2ODk5LThhMmU0NzhhLWZiYjktNGNhZS04ZGZhLWY5NjgyODU2YWQwMC5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjUwNTAzJTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI1MDUwM1QxNjMzMjVaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT00NjU5Y2U3ZmJmNjFhODk3Mzg2MmMxNjY3MjJkMDYzZDE1MWExMzc5YWZkODViYTA5MDJlMjA0YmEzNTdmM2RiJlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCJ9.eMJMcsMa-cfdYrIMBtqlMxDZwSvwj64XdBx-fpTbRnc
https://github.com/Stirling-Tools/Stirling-PDF
https://github.com/Stirling-Tools/Stirling-PDF/issues
https://github.com/Stirling-Tools/Stirling-PDF/pulls
https://github.com/Stirling-Tools/Stirling-PDF/discussions
https://github.com/Stirling-Tools/Stirling-PDF/actions
https://github.com/Stirling-Tools/Stirling-PDF/projects
https://github.com/Stirling-Tools/Stirling-PDF/security


We will then obtain a PDF file containing the embedded passwd content.

Next, we use the pdfdetach tool to extract the passwd from the PDF file.

Impact

This allows the attacker to read any file on the server, including sensitive files
and configuration files. All users utilizing this feature will be affected.
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