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 thread [SECURITY] Fedora 37 Update: mod_http2-2.0.25-
1.fc37

 updates＠fedoraproject.org 7 Nov 2023 2:32 a.m.

--------------------------------------------------------------------------------
Fedora Update Notification
FEDORA-2023-c0c6a91330
2023-11-07 02:32:02.536515
--------------------------------------------------------------------------------

Name        : mod_http2
Product     : Fedora 37
Version     : 2.0.25
Release     : 1.fc37
URL         : https://icing.github.io/mod_h2/
Summary     : module implementing HTTP/2 for Apache 2
Description :
The mod_h2 Apache httpd module implements the HTTP2 protocol (h2+h2c) on
top of libnghttp2 for httpd 2.4 servers.

--------------------------------------------------------------------------------
Update Information:

- New version 2.0.25 - Security update
--------------------------------------------------------------------------------
ChangeLog:

* Sat Oct 21 2023 Lubo�� Uhliarik luhliari@redhat.com - 2.0.25-1
- new version 2.0.25
* Mon Sep 11 2023 Lubo�� Uhliarik luhliari@redhat.com - 2.0.22-1
- new version 2.0.22
* Thu Jul 20 2023 Fedora Release Engineering releng@fedoraproject.org - 2.0.18-2
- Rebuilt for https://fedoraproject.org/wiki/Fedora_39_Mass_Rebuild
* Thu Jun  1 2023 Lubo�� Uhliarik luhliari@redhat.com - 2.0.18-1
- new version 2.0.18
- SPDX migration
* Wed Apr 12 2023 Lubo�� Uhliarik luhliari@redhat.com - 2.0.14-1
- new version 2.0.14
* Thu Jan 19 2023 Fedora Release Engineering releng@fedoraproject.org - 2.0.11-2
- Rebuilt for https://fedoraproject.org/wiki/Fedora_38_Mass_Rebuild
* Tue Dec 20 2022 Joe Orton jorton@redhat.com - 2.0.11-1
- update to 2.0.11
- fix conflict with older libnghttp2
--------------------------------------------------------------------------------
References:

[ 1 ] Bug #2243248 - [Major Incident] CVE-2023-44487 mod_http2: HTTP/2: Multiple HTTP/2 enabled web servers are 
vulnerable to a DDoS attack (Rapid Reset Attack) [fedora-all]
        https://bugzilla.redhat.com/show_bug.cgi?id=2243248
  [ 2 ] Bug #2245070 - CVE-2023-45802 mod_http2: reset requests exhaust memory (incomplete fix of CVE-2023-44487) 
[fedora-all]
        https://bugzilla.redhat.com/show_bug.cgi?id=2245070
--------------------------------------------------------------------------------

This update can be installed with the "dnf" update program. Use
su -c 'dnf upgrade --advisory FEDORA-2023-c0c6a91330' at the command
line. For more information, refer to the dnf documentation available at
http://dnf.readthedocs.io/en/latest/command_ref.html#upgrade-command-label

All packages are signed with the Fedora Project GPG key. More details on the
GPG keys used by the Fedora Project can be found at
https://fedoraproject.org/keys
--------------------------------------------------------------------------------
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