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Security Vulnerability

Released: Jan 14, 2025
Assigning CNA: Microsoft
CVE-2025-21214 2

Impact: Information Disclosure Max Severity: Important

Weakness: CWE-200: Exposure of Sensitive Information to an Unauthorized Actor

CVSS Source: Microsoft
CVSS:3.14.2 /3.7 © Base score metrics: 4.2 / Temporal score metrics: 3.7
WV Expandall > Collapse all
Metric Value

v Base score metrics (8)

» Attack Vector » Physical

» Attack Complexity » High

» Privileges Required » None

» User Interaction » None

» Scope » Unchanged
» Confidentiality » High

» Integrity » None

» Availability » None

v Temporal score metrics (3)

» Exploit Code Maturity » Unproven
» Remediation Level » Official Fix
» Report Confidence » Confirmed

Please see Common Vulnerability Scoring System for more information on the definition of these metrics.

Exploitability

The following table provides an exploitability assessment for this vulnerability at the time of original publication.

Publicly disclosed
No

Exploited
No

Exploitability assessment
Exploitation Less Likely

FAQ

What type of information could be disclosed by this vulnerability?
The type of information that could be disclosed if an attacker successfully exploited this vulnerability is Bitlocker Key.
According to the CVSS metric, the attack complexity is high (AC:H). What does that mean for this vulnerability?

Successful exploitation of this vulnerability requires an attacker to invest time in repeated exploitation attempts by swapping virtual hard disks.
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Security Updates

To determine the support lifecycle for your software, see the Microsoft Support Lifecycle.
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