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In PluXml v5.8.16 or lower, after logging in
to the backend, there are any file
modifications that can cause a Trojan to be
written, causing RCE and posing a great
threat to the server. #829

Open 4everwl opened this issue on Sep 12 · 4 comments
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New issue

4everwl commented on Sep 12

Software Link :https://github.com/pluxml/PluXml
Website : https://pluxml.org/After
the installation is complete, log in as admin, open the
page

Here you can modify the theme code in the theme folder.
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https://camo.githubusercontent.com/33ce87cd8dc72f92ca52c32b74c69ebd99f92cbe85b9948e442be2169ab8ab87/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313930363739382e706e67
https://camo.githubusercontent.com/33ce87cd8dc72f92ca52c32b74c69ebd99f92cbe85b9948e442be2169ab8ab87/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313930363739382e706e67
https://camo.githubusercontent.com/c8386a0f7c9c3290799d6abb075d8486790d23194370e95acf708a5ce18a09ee/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313930373831382e706e67
https://camo.githubusercontent.com/c8386a0f7c9c3290799d6abb075d8486790d23194370e95acf708a5ce18a09ee/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313930373831382e706e67
https://github.com/4everwl


Request packet capture, try to modify the parameter
template to: ../../index.php

What is returned at this time is the content of index.php.
We try to modify the file content.

Request packet capture and change the parameter tpl to:
../../index.php

https://camo.githubusercontent.com/9c2d5da5336b8b08566f2a77a20655b48f83adce5155514f0565cea2aaa0ec58/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313930383539372e706e67
https://camo.githubusercontent.com/9c2d5da5336b8b08566f2a77a20655b48f83adce5155514f0565cea2aaa0ec58/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313930383539372e706e67
https://camo.githubusercontent.com/6d1a519d34f0552e5269e086d9b3aff65008c5c5a5212356cc71983cc1370c4b/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313930393831322e706e67
https://camo.githubusercontent.com/6d1a519d34f0552e5269e086d9b3aff65008c5c5a5212356cc71983cc1370c4b/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313930393831322e706e67
https://camo.githubusercontent.com/10a0e1b361dbdd796301f8a007da83156465b3c939a0b3aa8d4600a5dd1a3771/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313931303735352e706e67
https://camo.githubusercontent.com/10a0e1b361dbdd796301f8a007da83156465b3c939a0b3aa8d4600a5dd1a3771/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313931303735352e706e67


Successful echo.

Write Trojan.

get shell.

https://camo.githubusercontent.com/b3d9f0ec10283bb3852163b0b202bf342af0e5d3c2a22e9b8506e6486760bd1b/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313931313537302e706e67
https://camo.githubusercontent.com/b3d9f0ec10283bb3852163b0b202bf342af0e5d3c2a22e9b8506e6486760bd1b/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313931313537302e706e67
https://camo.githubusercontent.com/4348cfc786ef71bc42544357f8ea27e3c8c5134b3d8d1466c1d8aa31bd227735/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313931323838302e706e67
https://camo.githubusercontent.com/4348cfc786ef71bc42544357f8ea27e3c8c5134b3d8d1466c1d8aa31bd227735/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313931323838302e706e67
https://camo.githubusercontent.com/0f9fc94be4fa72bc1066d1a73513fc9cc5f61a2f4bdb282ce55e911becd56c58/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313931333732332e706e67
https://camo.githubusercontent.com/0f9fc94be4fa72bc1066d1a73513fc9cc5f61a2f4bdb282ce55e911becd56c58/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313931333732332e706e67


The cause of this vulnerability is that $filename is not
strictly judged in the project's
core/admin/parametres_edittpl.php, which allows users to
splice paths to read and modify arbitrary files.

gcyrillus commented 2 weeks ago •

That is not a trouble, why would an administrator load a
trojan in its own site ? Are you of that kind yourself ?
If we follow your way of thinking, the whole
administration itself is dangerous, hey, i can add a new
article and even configure the CMS as I wish !

Contributor
edited 

https://camo.githubusercontent.com/8fec9a4339dd63a382d2b97899762fa650869f60dfc78b1d23f5b725bf919cb5/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313931343132302e706e67
https://camo.githubusercontent.com/8fec9a4339dd63a382d2b97899762fa650869f60dfc78b1d23f5b725bf919cb5/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313931343132302e706e67
https://camo.githubusercontent.com/a3618cc14b09e9831e193046e89e4a5f006fcf953e267d2d1da77ac3843fc06b/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313932343237332e706e67
https://camo.githubusercontent.com/a3618cc14b09e9831e193046e89e4a5f006fcf953e267d2d1da77ac3843fc06b/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313932343237332e706e67
https://camo.githubusercontent.com/80da27bc11366bba48fbefd5874ce9a0e7888d413c44b22bcad80e2fd3d33b05/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313931393633312e706e67
https://camo.githubusercontent.com/80da27bc11366bba48fbefd5874ce9a0e7888d413c44b22bcad80e2fd3d33b05/68747470733a2f2f666f7265766572776c776c2e6f73732d636e2d6265696a696e672e616c6979756e63732e636f6d2f7479706f72612f3230323430393132313931393633312e706e67
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4everwl commented 2 weeks ago

What I mean is that after logging in, the attacker obtains
the login backend of the website and can use social
workers or weak passwords to take down the website
shell

Author

gcyrillus commented 2 weeks ago

okay, i understand but this is not specific to PluXml and
why the administrator would do such a thing? If the issue
is about a weak password, again this is not PluXml, but the
USER. Or like i like to say, that weird thing standing in
betwwen the chair and the keyboard ;)
There is a plugin that can make it harder to login, even
with a weak password :
https://kazimentou.fr/repo/index.php?
plugin=kzOtPHP&download
But however , if both datas are stolen, or lost then found,
there is nothing to be done to avoid someone else to log
in. It can actually happen to any digital account one has. If
i'm wrong or missed something, do not hesitate to tell me
and forget my misunderstanding :)

Contributor

4everwl commented 2 weeks ago

OK, I understand. I think this Theme edit function should
only be able to edit Theme files, not be able to modify
other files across levels.

Author
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